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ﬂ'vm M4t so trich dan dang lwu y
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- Barack Obama, 29/05/2009: “Sy thinh vwong vé kinh té cla nuwéc
My trong thé ky 21 sé& phu thudc vao an ninh c6 hiéu qua cda khéng
gian mang, viéc dam bao an ninh cho khong gian mang la xwong
song ma nd lam nén virng chac cho mét nén kinh té thinh vuong, mot
quan déi va mét chinh phd mé&, manh va hiéu qua”. “Trong thé gidi
ngay nay, cac hanh dong khing bd cé thé t&i khdong chi ttr mét it
nhirng ké cwc doan danh bom tw sat, ma con tir mét vai cai gé ban
phim trén may tinh — mét vi khi huy diét hang loat”.
Van ban goc tiéng Anh. Video.

- TrendMacro: Nén céng nghiep chong virus da lra doi nguwoi sw
dung 20 nam nay. Kha nang chong virus hau nhw 1a khéng thé véi s
lwong khong 106 cac virus hién nay;

- McAfee: 80% tat ca cac cudc tan cdng bang phan mém ddc hai co
dong lwc la tai chinh..., 20% cac cudc tan cong con lai co cac muc
dich lién quan t&i tbn giao, gian diép, khung bo hoac chinh tri.


http://www.whitehouse.gov/the_press_office/Remarks-by-the-President-on-Securing-Our-Nations-Cyber-Infrastructure/
http://www.youtube.com/watch?v=wjfzyj4eyQM
http://vnfoss.blogspot.com/2009/08/trend-micro-nen-cong-nghiep-chong-virus.html
http://vnfoss.blogspot.com/2009/09/quan-chuc-bo-ninh-quoc-noi-my-cac-co.html

ﬂ'vm Mot so trich dan dang lwu y

T tai lieu v& ANKGM, xuét ban thang 02/2012

- Isaac Ben-Israel, c6 van vé ANKGM cla Thua twéng Israel Benjamin
Netanyahu: "Mot cuéc CTKGM co thé giadng mot thiét hai y hét nhir mot
cubc chién tranh thdng thuong. Néu ban muon danh mot quoc gla mot
cach khéc liét thi ban hdy danh vao cung cap dién va nwoc cua no.
Cong nghe khong glan mang cé thé lam diéu nay ma khéng can phai
ban mét vién dan nao’.

- Phyllis Schneck cua McAfee: “Céng nghé md&i béy gio dwoc tap trung
bén duwdi cac hé diéu hanh. N6 giao tiép truc tiép voi phan ciing may
tinh va cac con chip dé nhan biét dwoc hanh vi déc hai va sé du thong
minh dé khéng cho phép hanh vi doc hai do... Giao tiép véi phén citrng
la Hoang Hau trén ban co - n6 co thé dimg ké dich hau nhw ngay lap
ftre hoac kiém soat duwoc cudc choi dai hon. Cach nao thi chung ta
ciing sé thang’.

Thong diép: An ninh hé thong thong tin phu thudc trwdc het vao kien
truc cua hé thong théng tin do, ca phan cieng lan phan mém!


http://ubuntuone.com/7JLGy0VEFV8wmaoidkeeHW

ﬂ'vm Ly do va muc dich tan céng
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Vé chinh tri: khéng chi gian diép théng tin, ma con phéa hoai co s& ha tang

- Xung doét gitra cac nwoce: Israel <> Syria, Palestine; My - Lién quan <> Iraq;
Nga <> Estonia, Georgia; My - Han <> Bac Triéu Tién; My - Israel <> Iran.

- Vao hé théng cac lvc lwong vi trang: CIA, MI6, FBI, NATO, Hai quan An...

- Vao cac hé thong an ninh nhat thé gi¢i: LHQ, cac bo cda nhiéu nwoec.

- Stuxnet ra doi gitta nam 2010 s&m hon dw bao.

- Tan cdng vao cac hé thong co sé ha téng dién, nwdce, dwong sat, dau khi...
Tai My nam 2009 co 9 vu — 198 vy, co 17 vy nghiém trong.

- Stuxnet, Duqu, Flame: vl khi KGM khong the kiém soat, nha nwéc bao tro.

- WikiLeaks phoi cac tai liéu mat cta nhiéu qudc gia

- Chay dua v trang trong KGM

Ve kinh té: an cap théng tin s& hiru tri tué, an cap tién, tong tién...

- C4c tap doan 1&n bi tan cong: Sony, Honda, Lockheed Martin, Mitsubishi...
Vu Aurora v&i hon 30 cong ty My nhw Google, Adobe, .

- Gauss, co lién quan voi Stuxnet-Duqu-Flame, chuyen giam sat cac giao

dich, gian diép, an cap Uy quyén va di liéu cac ngan hang truc tuyén.

- Khu viee tai chinh, ngan hang: CitiBank, NASDAQ, Global Payments...

- Cac co quan chung thwe s6 CA: Codomo, Diginotar, GlobalSign, StartSSL...

- Cac cong ty tw van an ninh: Startfor, Kaspersky, Symantec...

- Cac dang Itra dao an cap va tong tién


http://www.securelist.com/en/downloads/vlpdfs/kaspersky-lab-gauss.pdf
http://vnfoss.blogspot.com/2012/08/virus-gian-iep-gauss-giong-stuxnet-anh.html
http://vnfoss.blogspot.com/2012/08/virus-gian-iep-gauss-giong-stuxnet-anh.html
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Evolving Threat Landscape

New “Zero Hour” Threats are Increasing

S6  lwong
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n

CaC m0| de Increases are due to:
= Use of toolkits to create viruses/attacks
d O a ta n g VOt Specialization of participants in the -
X A sh&dcﬂ:'-r economy ']
gap 5 Ian There is a lot of money to be made )
-
tro n g n‘a m Increases are placing pressure on §
2 O O 8 b é N g traditional signature based protection
! ¢ Detection, signatures and updates are o
Vé’ i 5 n é m g:f:pl.g;crr:reate quickly before a threat -§
1 4 I 4 z
truvoc do -
~ . Sophistication of high end threats is 2002 2003 2004 2005 2006 2007 2008
COng |a| . evolving rapidly Period

= Targeted threats which attack specific
companies, persons or systems

A Targeted Attacks




Mot vai hinh anh minh hoa

Figure 1: Incidents Reported to US-CERT in Fiscal Years 2006 through 2009

S0 vu mat an ninh mang tlr 2006-2009 do US-CERT théng bao
T 5,500 vu nam 2006 I1én t&i khoang 30,000 vu nam 2009
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Eourca; GAC analysis of US-CERT data.

SO lwong cac vu tan
cong vao cac mang
cua nuwdc My ngay
cang tang chéong mat.
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Bao cao cua Symantec tai Ngay An toan Théng tin VN
2010 tai Ha Néi, 23/11/2010

The Problem

attacks blocked by Symantecin 2009

-~ 12 new 0Oday vulnerabilities
- 14 new public SCADA vulnerabilities Z 40 000 00 0

- 321 browser plug-in vulnerabilities

-~ 4,501 new vulnerabilities

v - million new malware variants

~ 30,000 domains hosting malware
-~ 59,526 phishing hosts
- 2,895,802 new AV signatures

6,798,338 bot infected computers

SEC 101 ESG Security Strategy WTS+PTE 2010 V’Syman‘l:ec
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Diff. Diff.
2010 H1 2010 H1
Platform #2010H1| Share |#2009H2| Share |2009H2 | #2009H1| Share |2009H1
o1 | Win32 1,001,902 098.5 % 915,197 99,0 %% +G 9 659,009 99,3 % +52 %
a2 | MSIL? 9383 0.9 % 2732 0.3% | +243 % 365 0.1 % |+2471 %
| 3 Diff. Diff.
4 2010H2 # 2009 2010H2
—5 Platform #2010H2 | Share | #2010H1 | Share [2010H1 H2| Share | 2009H2
L~ @ 1| Win32 1,056,304 98.1% 1,001,902 98.5% +5% 915,197 99.0% +15%
_5 ® 2| NET 15,475 1.4% 9,383 0.9% +65% 2,732 0.3% +466%
7 3 Diff. Diff.
_B 4 # 2011 # 2010 2011H1 2011H1
— Platform H1| Share H2 | Share 2010H2 |[# 20710 H1 | Share 2010H1
Tab — =] e Win32 1.218.138| 97.8 % [1.056.304/98,1 %| +15,3% [ 1.001.902|98,5% | +21.,6 %
‘_6'2 MSIL 21.736 | 1,7% | 15.475 |1,4% | +40,5 % §.383 09% |[+131,7 %
S E Diff. | | 0.4% | -20,8 %
8] 4 #2011H2| | 01% | -98%
Table 5" | platform | #2011 H2| Share | #2011 H1| Share | #2011 H1 | [ <01 % |+273.1 %
Eﬂ Win 1,305,755 | 98.2% | 1,218,138 | 97.8% +7.2% <0,1% | +39,1 %
72 MSIL 18,948 1.4% 21,736 1.7% -12.8% =<0,1% | +3.,1%
B Diff. Diff.
Ta g #2012 H1| #2012H1
5 Platform #2012 H1 Share #2011 H2 | Share #2011 H2 | #2011H1
F'l Win 1,360,200 98.4% 1.305,755 | 98.2% +4.2% +11.7%
7 .2 MSIL 18,561 1.4%* 18,948 1.4% -2.0% -14.6%
E 3 | WebScripts 1,672 0.1% 2,402 0.2% -30.4% -46.5%
Ta 4 Java 662 <0.1% 244 <0.1% | +171.3% +111.5%
5 Scripts? 483 <0.1% 626 <0.1% -22.8% -42.0%

Table 1: Top 5 platforms of the last two six-month periods

)

2:1.017.208
W: 1.011.285
W: 99.4%

>:1.076.236
W: 1.071.779
W: 99.5%

2:1.245.403
W: 1.239.874
W: 99.5%

2:1.330.146
W: 1.324.703
W: 99.6%

2:1.381.967
W: 1.378.761
W: 99.8%

Y: Tong so
W: Windows


http://blog.yahoo.com/letrungnghia/articles/923767/index

FOSSA Nam 2010, méi gidy cé 2 phan mém ddc hai dwoc sinh ra.
FEEE Nhanh nhat phai 3 gir ddng hd méi cé dwoc 1 ban va.
Bao cao cua TrendMacro ngay 06/04/2011 tai Ha Noi
Hoi thao va trién 1am quodc gia vé an ninh bao mat

Ma doc, virus, malware, spyware...

1988 /
1987 1988 1989 /
0 ’nm Ll
TrendLab 2010: 3 bién . &
- e Thoi gian dwa ra ban va cho méas d%mm
1738 THREATS % thé méi/1.5 giay... g S
2008 Titanium is faster than any of its competitors at providing kg;:
% 2 @ 5 @ @ @ rotection against newly identified web threats.
= w |
2007 2008 2009 —m YT
IIIPII‘I=|||[|||||||| - Time to Protect
malware mé&i moi ngay... ' Average time after first exposure for security vendor to
1100000 THREATS ‘% *" T provide protection against a new threat ek
Malware chiém 90% cdc o aan
ma doéc ghi nhan dwoc e ——n an
—2009 Verizon Security Report . LA an
) TRE o
D T I e e i et
Mok Sstuty Easunide arabale oty Do UWYOSETOTHRY Tmhe TW

source: NS5 Labs Report, "Endpeint Protection Products Test Report for Soclally Engineered Malware”, September 2010

FAST Automatically update PC with latest virus definition files,

Real-Time Protection in the Cloud
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chiém quyen kiém soét ha tang cong nghiép
Bao cao cua Symantec ngay 23/11/2010 tai Ha NAi.

- Ky nguyén cuia Stuxnet, st dung 4 10i
ngay sO 0 trong Windows; 2 chirng thuc

sO bi an cap va céac 16i trong SCADA cla On July 13 2010 a unique form of
malware was discovered that was

Sle,\men,s de danh que ChU’O’ng trlnh hat attempting to take control of industrial

nhan cua lran. infrastructure around the world

- Khéng chi la gian diép thdng tin ma con
la pha hoai cac co s& ha tang song con
cla moi qudc gia nhw dau/ khi/ dién/ hoa/
dwoc/ nguyén tir/giao thong...

V' symantec. [lED)

- Lan lwot Stuxnet; Trojan Duqu (9/2011);
Flame (5/2012); Gauss (8/2012); Narilam
(11/2012). Cac phan mém diét virus chju!
- Panh co s& ha tang: trwédc 2010 ¢6 9 vu;
gl o s 01 2011 ¢o 198 vu, 17 vu nghiém trong.

i [ "°~w-= i - WikiLeaks!

- Hang loat cac co quan chirng thuec (CA)

bi tan coéng, DigiNotar pha san.
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Security Attacks

Amount
0
600% between 2007—-2011"

AT AR T

Enterprises experienced a
attack in the past year?

Breaches were through
controls®

Ponemg; an 5t 0f PerCrimy
3 \eri, . fBns /
soﬂwarehlqﬂ;s// @EG"W}E}}%M W and individuals | 8

A never-ending stream of attacks

Certificates of DlglNotar Defense contractor Personal |nformat|0n of
were forged Mitsubishi breached 5m patients lost by

TRICARE and SAIC
Hackers stole 38m Worms steals 45, 000
identities from Chinese facebook passwords
gaming web sites

Microsoft India store
B hacked and identities
stolen

N

Anonymous hacks 465
Chinese government

web sites

NASA space shlp A 23 year old Brltlsh
command sector hacked hacker steals 8 million
identities

- 600%: sb lwong phan mém ddc hai tang
tr 2007-2011; 82% doanh nghiép Ion bi
botnet tan cong nam 2011.

- 50% cbng ty trong Fortune 100 da bi lay
botnet Mariposa va an cap div liéu; 80%
tat ca cac spam la gwi tir cac botnet.

- Cé4c cudc tan cdng bat tan vao moi quoc
gia nam 2011: My, Anh, Trung Qudc, An
P06, Nhat, Ha Lan.



FossA Mé&t s6 hinh anh vé Viét Nam

Conficker-VN SO 1 thé gidi ve ty 1& dia chi
IP qudéc gia bi nhiém
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ﬂ’”’ M6t so hinh anh vé Viét Nam (tiép)

Table 21  Biggest botnets in 2009

botnet

Rustock

Cutwall

Bagle

Bobax

Grum

Maazben

Fesii

Mega-D

Xarvester

Gheg

Unclassified Botnets
Other, smaller botnets

Source  Messagelabs, Message Labs Infelligence: 2009 Annual Security Report, Messagelabs, December 2009,

p8.

estimatec
botnet size

540k to 810k

100k to 1600k Vietnam (17%), RepKorea(12%), Brazil (10%)

520k to 780k

100k to 160k
580k to 860k

240k to 360k
140k to 220k
50k to 70k
20k to 36k
50k to 70k
120k to 180k
130k to 190k

Nhirng botnet I6'n nhat trong nam 2009

Country of Infection
Brazil (21%), USA (9%), Poland (7%)

Brazil (12%), Spain (9%), USA (9%)
Spain (12%), ltaly (7%), India (7%)
Vietnam (18%), Russia (17%), Ukraine (8%)

Viét Nam
di’ng sO 1
thé gioi & 4/5
trong tong so
10 botnet I&n
nhat thé gioi

Romania (17%), Brazil (11%), Saudi Arabia (7%) nam 2009.

Vietnam (31%), India (11%), China (5%)
Vietnam (14%), Brazil (11%]), India (6%)
Brazil (15%), Poland (11%), USA (10%)
Brazil (15%), Poland (8%), Vietnam (8%)



Figure 25 Screenshot of ‘Zeus Crimeware Toolkit' Bé cong cu phan mém téi pham Zeus
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Source P Coogan, Zeus, King of the underground crimeware toolkits, blog post, Symantec Security Blogs, Symaniec
Corporation, 25 August 2008, viewed 14 January 2009 ,<http:fiwww symantec. com/connectiblogs/zeus-king-
underground-crimeware-toolkits>.



Pricelist for batches of 1,000 malware-infected PCs per country

Botnet:

Mua vao: 5USD/1000 ch Ban ra: 25USD/1000 chiéc
B&o cao cua Finjan "Cybercrime Intelligence" s6 2 nam 2009.


http://www.finjan.com/GetObject.aspx?ObjId=672

ﬂwﬂ Cudc chién hacker TQ-VN lan th(r nhat
02-07/06/2011

nnnnnnnnnnnnnnnnnnn

o
!.i Taptin Chinhsita Hiénthi Lugcst Panhddu Céngcu Trg gilp
LT '-i_ & ~ & n % [\htlp:l!kiemlamthainguyen.gov.vrh’ V] [é‘V|Cv:-:-q‘e Q] o ! '
m-’.ﬂ" Hm Hﬂﬂ'“' hq [1Vao nhiéu nhat~ @ Getting Started [5)] Latest Headlines~ & Most Visited~ [EJVNFOSS @!Y!Mail MGmail #fiGoogle 7D £ 5 Yo Y wwe jal | L...
I * - _ Chinese Hackers' Chating Room | -
Hacked! Owned by Chinese Hackers!
HEMX =E

South China Sea Owned by Chinese
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RESIVE RO | XN 1. Hang tram (ngan) website cua 2 bén bi
7 - tan cong bdi xau mat, trong do6 co ca cac
FAFIAEELISLAHDE&SFHATL‘F ESLAHEIE BELUHG TEI 'I.I'IETHAM site Cua Chinh phU

THUUNG SA HUANG oA LA CUA V|ET "' 2. Cuoc chién cla cdng ddng tw phat?

Chwng nao con xung dot Bién Pong, chirng dé con
chién tranh khéng gian mang & VN!




FO55/ Lich sr va hién tai

Association of Vietnam

Viét Nam dirng thir 2/103 qudc gia bi tan cdng v&i 130/1295 may
b| tan Cong tren toan thé gidi. Vu GhostNet 05/2007 - 03/2009.

infections :;’-.

Embassy of REomani, Norway

Embassy of Romani, PR

Embassy of Thailand, Phippines
Embazssy of the Republic of Korea, China
Gowvemment Integrated Telecom municat

nosts.

TOTAL IPs: 986

Total number of countries: 93
High Commission of India, Cyprus

High Comm &sion Of Ind, United Kingd:
Institute for Information Industry, Tawa

Intermational Campaign for Thet IN (53] ! D (13)
International Chamber of Shipping, Unite VN (130)——— 5

thers
Lanka Educa tion and Research Network, (78 countries, 225)*

¢ Mal@ External Trade Corporation Lid
; Maritime Pd.'i:é, édnmcr. Isl.ar,n's
Min&try of Communications, Brunei
Ministry of Eduma tion, Solomon Islamds
: Ministry of Foreign Affats, Bangladesh
. I-"ilir:isl-wnﬂ-‘nr-ei_}r- Affats, Barbados
Ministry of Foreign Affats, Bhutan
Ministry of Foreign Affats, Bunei
F'nnsh; IIIfFD(emr Affairs, Iran

COUNTRY KEY

Organization |Canﬁd.ence iLcu:ation |Infectians

: M1r1sﬁ3 of Foreign AHaIs. Latvia W Ly s
Minstry of Industry and Trade, Wietnam L W k]
Ministry of Labour and Human Resources, Bhutan H ET 1
National Informatics Centre, India L N 12

NATO, (SHAPE HO) H o S
Net Trade, Tatwan H ™ 1
New Tang Dynasty Telewision, United States L us 1
Office of the Dalai Lama, Tndia H it 2
Pakistan Mission to The United Nations L Us, JP &
Femanent Delegation of Cypus to the Eurcpean Union L EE 1
Pemanent Mision of Cuba to the United Nations L us 1
F et ietnam L W T4
Prime Minister's Office, Laos H L& 5
Public Service Dwvsion, Solomon Islands H B 1
Russiam Federal University Network, Russian Federation H RU 1

Petrotimes.vn bi hacker tan céng xéa dir
liéu

Wil T& bao dién tr dua tin ddu nguén vé cac vu tau Trung Qudc xam pham
lanh hai, cat cap tham do dia chan caa cac tau Petrovietnam vira bi tan céng lam té
liét ti qua, 916.

>Hon 1.500 trang web Viét bi tan céng
=Nguy co chién tranh mang dang tang
>=Hang loat website Viét Nam bi tan céng

Dit litu website Petrotimes.vn cing bi hacker x6a sach nhung rét may da duoc sao Iuu
day du nén khang gay thiét hai nao dang ké.

(&) [l' bt v petrctines. v

.V}mmmmmmwnmm L_[

PetroTimes

Irranunh&t Thié it phidng  KEh6I  Threng trudng  Dau-Tién-Ouwyiniye  Bdithoal  Phiing sur-Bléutra

PSS

VIDEO tau Trung Quoc
pha hoai cap cua tau
Viking Il -

(Petrotimeas) - Nhimg thude phim do
cac thiny thl trén tau Viking I ghl Iai
wa gl cho Petrotimes.

Tra 16i phang vién VietNamMet, ong Nguy&n Nhu Phong, T8ng bién tap Bao dién tr Tin
nhanh Mang Luong Mdi — PetroTimes.wn, cho biét: Wao loc hon 20h tdi qua (9/6), mét
Irgng truy cap khoang trén 600 ngan két ndi dong théi da dén vao websie petrotimes.vn
khién website bi ngimg hoat déng vi qua tai.

Tuyén bo ctiia Bo TTTT: Van chwa tim ra thi pham tan céng Vietnamnet!
22/11/2010 - 22/11/2011



ossa Mot s6 hinh anh vé Viét Nam (tiép)
BKAV Bl TAN CONG, THANG 02/2012
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Bai viét ciia nhom hacker dang gay x6n xao trén mang.




Germany getis the most malicious spam

Back to Germany gets the most malicious spam

Kaspersky Lab

I‘J'?f& 2‘:!-‘.: 4'?"5 E‘IE«"L B?’n 1 l‘.lll% 1 1’:% 14'%
Germany 13.82%
Spain 7.43%
Russia 6.85%
India 6.39%
® Vietnam 5.95%
Australia 5.94%
China 5.80%
USA 5.62%
Brazil 5.06%
UK 4.67%

Share of malicious email by country

Back to Germany gets the most malicious spam

S6 liéu thang 09/2012 tir Kaspersky Lab

Viet Nam dirng s6
5 thé gidi vé thu
rac doc hai vao
thang 09/2012 voi
ty 18 13 5.95%.

Copyright © 2012 Heise Media UK Ltd.
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Trendlabs Security Intelligence > Modified Enfal Variants Compromised 874 Systems

Modified Enfal Variants Compromised 874 Systems
13

2:41 pm (UTC-T) | by Nart Villeneuve (Senior Threat Researcher)

o Tweet <4

EiRecommend « 0

l: +1 < 1

Modified versions of the Enfal malware, which figured prominently in the LURID attacks, were seen to have infected
maore than 800 systems worldwide. Enfal variants are known to communicate to specific servers that gives potential
attackers access and even full control of infected systems.

We recently uncovered several attacks that used a modified version of Enfal, which have compromised 874 systems
in 33 countries. Enfal was the malware used in the LURID targeted attacks, which we documented last September
2011. The malware was also linked to attacks going back to 2006 and possibly even 2002.

We investigated five command-and-control (C&C) servers related to these attacks and found that there were victim
concentrations in Vietnam, Russia and Mongolia.

These identified targeted victims can be categorized as:

. Government Ministries and Agencies
. Military and Defense contractors

. Muclear and Energy sectors

. Space and Aviation

. Tibetan community

Here are the top 5 countries that had compromised computers connecting to the five C&C servers. Mote that a single
compromised system may connect to more than one server.

Céac bién thé Enfal dugc | cac1) [BLocKED}2.152.14

biét sé giao tiép voi cac @ [ viemam | 394
mady cha dac thu ma [ Russa || 34
trao cho nhiing ké tan [ ndia || 19
cébng tiém nang truy [ china | 14
cép Vé thém Chl’ kiém |Bangladesh| 1"

soat hoan toan cac hé
= i .z : | cac2 [iBLockeD)2.153.79
théng bi lay nhiém. |

Russia | 85
| Mongolia | 65
| Kazakhstan | 32

Spam Targeted Attacks  Vulnerabilities

Search our blog:

[ |[eo ]

Targeted Attacks

Vao thang 11/2011, phan
mém déc hai Enfal da lam
tén thuong 874 hé théng
tai 33 quéc gia, trong dé
tap trung nhat la vao Viét
Nam, Nga va Méng Cé.
Ching dugdc xac dinh da
nham vao cac nan nhan cé
thé dudc phan loai nhu: (1)
Cac bo va co quan chinh
phu; (2) Cac nha thau quan
su va quéc phong; (3) Cac
linh vuc hat nhan va nang
lugng; (4) Vi1 tru va hang
khéng; (5) Céng déng Tay
Tang.

5 quéc gia hang dau cé cac
maday tinh bj tén thuong coé
két ndi téi cadc may chu Chi
huy va Kiém soat. Luu y
rang mét hé théng bj tén
thuong c6 thé két noi toi
hon 1 may chu.

P e

vba32
V-Buster

Mét s6 hinh anh vé Viét Nam (tiép)

- Viét Nam dirng so6 1 thé gi&¢i ve
lay nhiém virus Enfal, v&i 394/874
(45%) hé thong bi lay nhiém tai
33 nwéce.

s~oét hoan
nhiem.

- Enfal cé thé kiém

toan hé thdong bi 1a

i ton thwong cé

- Mot hé théng b
t hon 1 may chu.

thé két ndi toi

- Trend Macro, thang 09/2012.

Property Values
Enfal
57344 bytes
543c17d4da5d23527cBaB54953d953fa
6a7274ced1dd3fcfff77f327d17981657e39604d5

Detection Mames
Trojan-Spy.Win32.Agent.MIIK
Win32:Malware-gen
Win32/DH.FF8203B0{40008000-10000000-00000000%} (sus
TR/Hijacker.Gen
Gen:Trojan.HeurJP.dmW@aa9LcRI
Trojan.Spy-87634
BackDoorTiblue.37
W32/Heuristic-431!Eldorado
W32/Pincav.GRW!tr
trojan:win32/malagent
Win32/Spy.Agent.M trojan (variant)
W32/Suspicious_Gen2. TMONT
Troj/Mkmoo-Gen
TROJ_GEN.RO1C7KT
Trojan-Spy.Agent.8
TrojanSpy.Agent!xbCIFIKBTEA (trojan)

Other brands and names may be daimed as the property of others.


http://blog.trendmicro.com/trendlabs-security-intelligence/modified-enfal-variants-compromised-874-systems/

FossA Canh giac véi tan cong dang Stuxnet & Viét Nam!
(1) Windows + (2) SCADA + (3) Stuxnet = THAM HOA!
Phat hién 2 dang SCADA cua TQ co6 16i - ¢6 thé bi tan

cong DDoS hoac chay chwong trinh tuy y.

& -A.,,& ICS-CERT * SCADA: Supervisory Control And Data Acquisition

ICS-CERT ADVISORY ABP 1cS.CERT

IC5A-11-167-01—HEAP OVERFLOW VULNERABILITIES IN SUNWAY
FORCECONTROL AND PNETPOWER

June 16, 2011 products are also deployed in Europe, the Americas, Asia, and Africa. Sunway products are deployed s
across a wide variety of industries including petroleum, petrochemical, defense, railways, coal, energy,

OVERVIEW pharmaceutical, telecommunications, water, manufacturing, and others.
ICS-CERT has received a report from Security researcher Dillon Beresford of NSS Labs® concerning VULNERABILITY CHARACTERIZATION

vulnerabililities affecting Sunway ForceControl and pNetPower SCADA/HMI applications. The reported
vulnerabilities are heap-based buffer overflows® that could result in a denial of service or the execution of
AT DAY C0/C] .

ICS-CERT has coordinated with the researcher, China National Vulnerability Database (CNVD), and The following two vulnerabilities have been identified:
Sunway to ensure full remediation of the reported vulnerabilities. Sunway has issued two patches that 1
address both vulnerabilities. CNWVD has confirmed the effectiveness of the patches issued by Sunway. ’

Neither ICS-CERT nor the researcher has validated these patches. Sunway has issued a security bulletin
describing their response.” exploitation results in a denial of service and the possible execution of arbitrary code.

VULNERABILITY OVERVIEW

The heap-based buffer overflow affecting ForceControl 6.1 WebServer can be exploited if an attacker
makes a request to the httpsvr.exe process with a specially crafted HTTP URL. Successful

2. The heap-based buffer overflow affecting pNetPower AngelServer can be exploited if an attacker

aFRERIEiPRObUCT> sends specially crafted UDP packets to the AngelServer.exe process. Successful exploitation results

According to the researcher, these vulnerabilities affect Sunway ForceControl 6.1 (SP1, SP2, and SP3) in a denial of service and the possible execution of arbitrary code.
e P e PP 2 e BT . )
VULNERABILITY DETAILS
IMPACT
Successful exploitation of these vulnerabilities could allow an attacker to perform a remote denial of EBERITRDIL LY
service or to remotely execute arbitrary code against the ForceControl and pNetPower server applications. Remote exploitability of this vulnerability could be possible.
This action can result in adverse application conditions and ultimately impact the production environment

on which the SCADA system is used. EXISTENCE OF EXPLOIT

No known exploits specifically target this vulnerability.
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@ﬁéﬂﬁ Céng cu dwoc str dung dé tan céng

Phan ctrng va thiet bi

- Chip, BIOS, RAM, USB & ban phim: Cay ma ddc va BIOS - Stoned Bootkit,
vao USB, nao vet RAM - Cold Boot, nghe ban phim (KeyLogger).

- Thiét bi vién thédng: Lo ngai ctia My, Anh, An vé Hoa Vi (Huwei) va ZTE.

- Hé thong nhung: may in, photocopy da nang cua Canon, Ricoh, Xerox, HP...

- C4c thiét bj di déng: phan mém doc hai gia tang nhanh.

- Thé va dau doc thé théng minh: Bé Qudc phong & B An ninh ndi dia MY.

UNG DUNG
HOAC CAU HINH

Phan mém o

GIﬁ.IﬂPHﬁP
NGUON MO

PHAN MEM
TRUNG GIAN
LAMP JZEE

HE DIEU HANH
GNU/LINUX

L6op img dung Lwong ngwoi sir dung va  Xac suit 16i
d6 trwong thanh

L&i co tinh sdng con trong RHEL 4.0 va RHEL 5.0 bang O.


http://www.stoned-vienna.com/
https://citp.princeton.edu/research/memory/media/
http://vn.myblog.yahoo.com/ltnghia/article?mid=1832
http://vnfoss.blogspot.com/2010/04/huawei-hoa-vi-co-gang-xoa-diu-noi-so.html
http://vnfoss.blogspot.com/2010/04/cac-lanh-ao-tinh-bao-so-tan-cong-khong.html
http://globalgeopolitics.net/wordpress/2010/05/09/security-focus-on-huawei-in-india/
http://vnfoss.blogspot.com/2012/03/moi-lo-ninh-cac-he-thong-thong-tin-nhin.html
http://vnfoss.blogspot.com/2012/05/zte-thu-nhan-ve-cua-hau-trong-mot-trong.html
http://vnfoss.blogspot.com/2012/07/bom-may-in-lan-truyen-co-su-dung-cac.html
http://vnfoss.blogspot.com/2012/03/bao-cao-hang-ngan-he-thong-nhung-tren.html
http://vnfoss.blogspot.com/2011/12/cap-nhat-phan-deo-lam-giam-nhe-cac-van.html
http://vnfoss.blogspot.com/2011/09/phan-mem-oc-hai-cho-di-ong-tang-273.html
http://vnfoss.blogspot.com/2012/01/thong-minh-cua-bo-quoc-phong-my-bi-tan.html
http://vnfoss.blogspot.com/2009/11/osi-va-nha-trang-ong-y-ve-nhung-loi-ich.html

ﬂ’”" Céng cu dwoc sir dung dé tan cong

Phan mém (tiép)

- Cra hau gai trong Windows, cac OS thwong mai khac; va ca Lotus Notes.

- St dung cac 16i ctia phan mém dé tan cdng: Windows, Exchange Server,
MS SQL Server, MS Office, IE, Wordpad, Windows Update... Adobe Reader -
Flash, QuickTime, Firefox, AutoCAD... FaceBook, Twitter... SCADA — ICS...

- Tao ra cac botnet tir vai tram t¢i hang chuc triéu may bi 1ay nhiém

- Mua ban cac may tinh bj lay nhiém theo ving dia ly

- S dung khdng dung dan t&i mat an ninh: Sidekick.

Lién quan

- Phap nhan dirng ra tan cong la da loai, cao nhat 1a cac qudc gia nhw MY,
Israel, Trung Qudc, Nga, Anh... — chay dua vi trang KGM — ving chién su.
- Tan suat cwc I&n, pham vi rdng khap, moi linh vwe, moi tb chirc

- Virus ngay cang tinh vi phtrc tap hon: Stuxnet — Duqu — Flame — Gauss...

- Thiét hai I&n: Stuxnet day Ui chwong trinh hat nhan cua Iran 2 nam; My mat
hang Terabyte di¥ liéu; chi trong 6 thang Conficker gay hai t&i 9.1 ty USD,
Barack Obama: 2008-2009 riéng My thiét hai do t6i pham KGM la 8 ty USD...


http://vnfoss.blogspot.com/2009/11/nsa-giup-apple-sun-va-red-hat-tang.html
http://rinf.com/alt-news/sicence-technology/nsa-had-access-built-into-microsoft-windows/2809/
http://vnfoss.blogspot.com/2012/06/phan-mem-gian-iep-nham-vao-cac-tep.html
http://vnfoss.blogspot.com/2012/06/stonesoft-canh-bao-flame-stuxnet-duqu.html
http://vnfoss.blogspot.com/2009/10/su-phuc-hoi-sidekick-cua-microsoft-bien.html
http://vnfoss.blogspot.com/2010/02/tan-cong-khong-gian-mang-tu-my-la-moi.html
http://vnfoss.blogspot.com/2012/07/khi-stuxnet-anh-vao-at-me-oi-pho-cua.html
http://vnfoss.blogspot.com/2010/04/cac-lanh-ao-tinh-bao-so-tan-cong-khong.html
http://vnfoss.blogspot.com/2010/04/bao-cao-nga-nhu-mot-goc-cua-cac-cuoc.html
http://vnfoss.blogspot.com/2012/08/stuxnet-cua-anh-co-gay-hau-qua-ngoai-y.html
http://vnfoss.blogspot.com/2012/07/vu-khi-ma-chung-ta-khong-kiem-soat.html
http://vnfoss.blogspot.com/2011/06/toi-so-mang-se-som-tro-thanh-vung-chien.html
http://vnfoss.blogspot.com/2012/04/cac-nha-nghien-cuu-noi-that-de-dang-cho.html
http://vnfoss.blogspot.com/2009/11/chien-tranh-khong-gian-mang-ang-toi-anh.html
http://vn.myblog.yahoo.com/ltnghia/article?mid=155
http://www.whitehouse.gov/the_press_office/Remarks-by-the-President-on-Securing-Our-Nations-Cyber-Infrastructure/

ﬂ’”" Po6i pho ctia cac quoc gia

Chinh sach chién lwegec, t6 chirc va nhan sy

- Co Chlen lwoe, hoc thuyét, ké hoach vé ANKGM, ca tan cong va phong thu.
- Cung cd cac td chire, hop tac cac CERT, dién tap chung cac qudc gia.

- Pau tw nghlen curu vé ANKGM, céc vi khi KGM, ca tan cong va phong thu.
- Chinh phu cé quyén khdng glm han v&i ma nguén phan mém/ hé thong.

- Phat trién cac cong nghé mo - Cong dong trwdec, cong nghé sau!

- Tuyen nhan tai vé ANKGM, lap cac doi quan chuyén vé ANKGM

- Nhiéu hoat déng va sang klen mOii..

Khu vc dan sw ‘

- Chuyén sang cac hé thong m& — cac thj trwong chirng khoan hang dau.

- Khuyén cao khéng sir dung Windows khi giao dich ngan hang trwc tuyén —
Vien cong nghé SAN, bang New South Wale - Uc, _chuyén gla an ninh..

- Khuyén céo chuyén dm sang PMTDNM, nhwng néu phai st dung Wlndows
hay tuan theo 10 1&1 khuyén vé an ninh.

“Mo thi méi an ninh!!!” —


http://vnfoss.blogspot.com/2009/10/tranh-phan-mem-oc-hai-cho-windows-ngan.html
http://vnfoss.blogspot.com/2009/10/canh-sat-nsw-ung-su-dung-windows-cho.html
http://vnfoss.blogspot.com/2009/10/windows-khong-toan-cho-ngan-hang-va-mua.html
http://vnfoss.blogspot.com/2010/07/nen-tang-nguon-mo-thach-thuc-tu-thoi.html
http://vnfoss.blogspot.com/2010/07/10-ieu-co-ban-hang-au-bay-gio-e-am-bao.html

ﬂ'ﬂm Mé thi méi an ninh!!!

| 5

£ | = Home - Mil-0Sss

|
M I l- 0 ; ; HOME ABOUT LEARN MORE GET INVOLVED RESOURCES

MILITARY OPEN SOURCE SOFTWARER g

Utilizing & Developing Open
Technologies for National Defense

Mil-055 connects and empowers an active community of
civilian and military open source software and hardware
developers across the United States.

This grassroots movement is a collection of diverse
patriots that work for and with the Department of
Defense and believe in adopting open technology
innovation philosophies to effectively defend our nation.

Ung dung va phat trien cac coéng nghé mo cho quoc phéng
“Mil-OSS két nbi va trang bi cho mét cong dong tich cuc céac lap trinh vién
phan cirng va phan mém ngudn mé dan sw va quén sw khap nuwdc My.

Phong trao cua nhikng nguwoi dan thuong nay la mét tap hop nhiing nguoi yéu
nwoc da dang khac nhau lam viéc vi va v&i BQP va tin tuong vao viéc ap dung
céc triét ly sang tao ciia CNM dé bao vé cé hiéu qua dan tdc chung ta”.



R Mo thi meéi an ninhl!!! (2)

Cac thanh phan cua phat trién céng nghé mé:
1. Chuan mé va giao dién m&
2. Phan mém tw do nguén mé va thiét ké mo
3. Cong cu trwe tuyén cdng tac va phan tan

4. Sw lanh le vé céng nghé

Tham khao: Binh nghia mét s6 khai niém mé:.


http://blog.yahoo.com/letrungnghia/articles/53915/category/Author

1. Mat ANAT trong
cac ng dung phan
mém xay ra ca Voi
cac PMTDNM va
PMSHDAQ.

2. Ma nguon yeu la
diém mau chot gay
mat ANAT cho PM.

N

3. Site cua BO Quodc
phong My:

- “Tin cay vao suv cirng
coi, khong tin cay vao sw
toi tam” (vé ma nguon)

- Trung binh dé khac
phuc 1 I0| phan mém,
Mozilla can 37 ngay,
Microsoft can 134,5 ngay

M& thi méi an ninh!l! (3)

X = Security Model & Misconce... X “E]

R ————

MILITARY OPEN SOURCE SOFTWARER

Security Model & Misconceptions

one of the most misunderstood aspects of Uhe -f"."|_||,-|: Couree Software (055 |I|_".-'r'l|,||;||-|,'|.l_ kel i e secur i:_:,- Bemelits
it offers. 055 security relies on genuinely hardened code that 15 tested by a large number of revdewers in a wide vanety
of clrcumstances. Linus Torvalds simiply noted, “talk 15 cheap, show me the code_”

e e L i o T e S T e S TR N et

Reliance on Hardening, Mot Obfuscation

Hiding code does nat prevent attacks—and 1t 1t foolish to assume that 1t does. Open Source development practices rely
an aclually hardening (or improving the security of ) code by making L available Tor peors to test and bry Lo beeak, and
then fixing the problems fownd.

055 15 not always more secure, however in both theory and practice the 055 security model has proven that it can more
Ll kl.llr'-'||||||II||.-.||||I|||| et securily 1ssees. On average the FireFox project team fixed securfty 1ssmes 37 days after
they were found; while Microsoft took an average of 134,75 days to patch security issues they found in their Windows
line of products.

Obfuscation relies on attacker ignorance and hides poor security practices. Within five months of the source code
refease of InberBase wersion 6, a hard-coded backdods thatl had existed for seven yoars was lound by the O35 comimaenily
and fized

Wide Peer Review

ﬂss-L"'Hg that the goal is to make secure software, it is obvious that the easiest way to find flaws in a project is to
make all of the project’s code completely transparent. This approach may ssem counter-intuitive, if the ultimate goal
& anything ather than the integrity of the technology


http://mil-oss.org/learn-more/security-model-misconceptions

Mo thi méi an ninhl!!! (4)

Eric Raymond, dong sang lap phong trao ngudn
mé&, tac gia cudn sach “Nha the Ién va cai cho™:
“Given enough eyeballs, all bugs are shallow” -
“Nhieéu con mat soi vao thi 16i sé can”

- 1 trong 2 tuyén bo cda Luat Linus.

Linus Torvalds, nha phat minh ra nhan Linux:
“Talk is cheap, show me the code” -

“Néi thi it gia tri, hay cho téi xem ma nguon”
Trich Site ngudén mé cta Bd Qudc phong My

M6t trong nhirng gia tri I&n nhat cha phat trién nguén mé l1a cho
phép truy cap tr mdt cdng dong réng I&n toéi ma nguon. Theo cach
nay cac 16i sé it va dé tim ra hon. Truy cap rong rai hon toi ma
ngudn phan mém clng la chia khoa dé hinh thanh va duy tri vi thé
an ninh cho phan mém vi c6 kha nang ra soat lai ma nguon phan
mém dé xem diéu gi thwe sy hién dién bén trong phan mém dé.


http://en.wikipedia.org/wiki/The_Cathedral_and_the_Bazaar
http://en.wikipedia.org/wiki/Linus'_Law
http://mil-oss.org/learn-more/security-model-misconceptions

{fossa Mé& thi méi an ninh!l! (5)

Association of Vietnam

06/2001, Steve Ballmer: Birc tranh phit trién nhin Linux ké tir phién bin 2.6.36 (20/10/2010):
“Llnux Ié bénh ung thu; Tén cong ty Sé'jtt;ay % ;t;ing Tén cong ty Sédtél:iay %:gmg
gha'n b?nh }han, nq \/'aob /\y Khong 11,413 16.2% Academia 882 1.3%
t ‘U’C ,SO" uJ,U t':\l tue ,tE):I at Red Hat 7,563 | 10.7% Fujitsu 854 1.2%
ky thU’ gl no dong t0’| . Intel 5,075 12% Pengutronix 733 1.0%
Novell 3,050 3.3% Atheros Communications 726 1.0%
- 05/2002, Bill Gates so Khong 1o 2998 | 43% Freescale 712 1.0%
sanh giéy phép GPL voi IBM 2.638 3 79, Microsoft 688 1.0%
chu nghTa Ch(’jng tw ban Texas Instruments 2,124 3.0% ST Ericsson 663 0.9%
tal mét H6| ngh| CéC Iénh Consultant 1,859 2.6% Wind River 645 0.9%
> ’ > . Broad 1,780 2.5% MiTAC 632 0.9%
dao cua Chinh phu tai — - : — °
' - ' Nokia 1,367 1.9% Soc. Francaise de 614 0.9%
Seattle, My Radiotelephone
Samsung 1,195 1.7% Analog Devices 611 0.9%
- Con Io’n biét bay? Oracle 1,102 1.6% tglx PITA 591 0.8%
A .. SR . * Google 1,054 1.5% Linaro 537 0.7%
% ‘* = Wolfson Microelectronics| 1,005 1.4% QLogic 526 0.7%
AMD 980 1.4% Marvell 465 0.7%

A
i)

== = Ngudn: Phat trién nhan Linux, Quy Linux xuat ban, thang 01/2012

Nhan Linux la GPL!


http://www.theregister.co.uk/2001/06/02/ballmer_linux_is_a_cancer/
http://www.zdnet.co.uk/news/it-strategy/2005/02/16/bill-gates-and-other-communists-39188059/
http://vnfoss.blogspot.com/2012/05/con-lon-biet-bay.html
http://go.linuxfoundation.org/who-writes-linux-2012
http://blog.yahoo.com/letrungnghia/articles/168552/date/201205
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Phat trién cong nghé moé

Mo thi méi an ninh!!!

Céng dong DIHII PMNM duoc Kho
duy tri 71" cbng déng phan mém
J duy tri
e Tt
Duy nhat PMNM val
mocona || Closea' || PREAYEh (il Frasweo
duy tri duy nhat
| eors || = cors

Open GOTS: Phdn mém md s dung duge ngay cua Chinh phu

Closed GOTS: Phdn mem dong sir dung dugc ngay cia Chinh pha

GOTS: Phdan meém su dung ngay duoc cua Chinh pha
COTS: Phdn mém thuong mali su dung ngay dugc

PMNM: Phd&n mé&m nguan mo
PMSHEPQ: Phin mém s& hiru ddc quyén

(6)

- Tai lieu B6 Quoc phong
My, xuat ban 16/05/2011:

V&i phat trién cong nghé mo
— S€ khong ton tai phan
mém s& hou ddoc quyén
trong quéan doéi / Chinh phu.

- Chinh phu co6 quyen tri tué
khong han ché dbi v&i phan
mém & hé thong.

- Nhém An ninh Dién to
Truyén théng Anh CESG:
PMNM  nén duoc s dung
dé dam bao an ninh cho céac
hé thdng khu vwe nha nuwéc.


http://ubuntuone.com/5U4RZZVmXYXkiMH9vwe5ZF
http://www.theinquirer.net/inquirer/news/2143548/source-software-secure-public-sector-systems-bosses-told

eeeeeeeeeeeeee
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FOSSA > 3 Do i
’( e M& thi méi an ninh!!! (7)

Bai hoc thanh céng véi phat trién cdng nghé mé clia quan déi My:

ONOO TP WN -

9.

. Céng dong trwdc, cdng nghé sau

. Mac dinh 1a mé&, dong chi khi can

. Chwong trinh cua ban khdng c6 gi dac biét, ké ca la trong quan su.

. Lap co’ ché chia sé ma nguén PM van hanh dwoc trong chinh phu.

. Quyén tri tué. St dung cac glay phép PMTDNM.

. Thuwong thao yeu cau cac quyen khong han ché ma ngudn phan mém.
. Khong tao ra cac glay phep moi, méat thdi gian tranh luan phap ly.

. Loai bo viéc cap von lan 16n nha nwoc - tw nhan cho PM, module.

Tach bach cac PM, module bi mat va cong khai — co ché cai cam

10. Khdng két hop thanh phan s& hiru doc quyen tranh chi phi cap phep
11. C6 ké hoach cap von cho viéc quan ly cong dong va duy tri ma nguon.
12. Khuyén khich tranh luan trong céng dong cac lap trinh vién va NSD.
13. Xay dwng tai liéu: st dung, cai dat, quan tri, thiét ké.

14. Quan ly cau hinh chat ché.

15. Quan ly dw an nhw mét phwong hdi, ngudi si dung co thé déng gop
— mé hinh phat trién theo kiéu 'cai cho'.



Chinh sach vé céng nghé mé trong
quan doi My:

1. PMNM dwoc phép va dwoc wu tién

2. PMNM duwoc coi la phan mém thuong
mai theo Luat lién bang va cac qui dinh
mua sam cua quan doi.

- 2003 Stenbit Memo ,
- 2006 OTD Roadmap - (Tieng Viét) .

- 2009 OSS Clarifying Guidance Memo & ‘ \\\
- 2010 Carter Memo , \

- 2011 OTD Lessons Learned - (Tieng Viét) - \\
Tham khao:

Chinh sach ngudn mé trong quan doi.


http://mil-oss.org/resources/us-dod_policy-memo_oss-in-the-dod_stenbit-memo.pdf%22%20%5Ct%20%22_blank
http://mil-oss.org/resources/us-dod_otd-roadmap-2006.pdf
http://ubuntuone.com/3QZUpTbcJRbRjYivIrHfb0
http://mil-oss.org/resources/us-dod_policy-memo_clarifying-guidance-regarding-oss_16oct2009.pdf%22%20%5Ct%20%22_blank
http://mil-oss.org/resources/us-dod_policy-memo_carter-memo-on-defense-spending-28-jun-2010.pdf%22%20%5Ct%20%22_blank
http://ebookbrowse.com/otd-lessons-learned-military-finalv1-pdf-d140198885
http://ubuntuone.com/5U4RZZVmXYXkiMH9vwe5ZF
http://mil-oss.org/learn-more/open-source-policy-in-the-military

ﬂ’”" M¢& thi méi an ninh!!! (9)

1. Bd Quoc phong: 3

2. Co quan cac hé thong thdng tin: 6
3. B6 Tong tham muwu Lién quan: 3
4. Luc quan: 3

5. Hai quan: 8

6. Canh sat duwdng thuy: 5

7. Khéng quan: 8

| Quan doi Trung Quoc: |

gjgﬁi\lsrz:- 2 |Tat ca cac may tinh ca nhan dgeu |
9: Bd An-ninh NG&i dig: 2 | dwoc cai dat hé dleu hanh an ninh!

| Kylin ¢ ngudn goc tr FreeBSD. I

Mét s6 duw an cla gidi cdng nghiép dwoc st dung trong quan ddi My:
Apache, Drupal, Eclipse, James Mail, JBoss, Joomla!, Linux, Lucene,
ModSecurity, Nagios, OpenStack, Plone, Postgresqgl, Red Hat Enterprise Linux
(RHEL), Subversion, Tomcat, TransVerse, Zope.

Tham khao: Cac dw an PMTDNM trong Chinh phu va quan déi My


http://httpd.apache.org/%22%20%5Ct%20%22_blank
http://drupal.org/%22%20%5Ct%20%22_blank
http://www.eclipse.org/%22%20%5Ct%20%22_blank
http://james.apache.org/%22%20%5Ct%20%22_blank
http://www.jboss.org/%22%20%5Ct%20%22_blank
http://www.joomla.org/%22%20%5Ct%20%22_blank
http://www.linux.org/%22%20%5Ct%20%22_blank
http://lucene.apache.org/%22%20%5Ct%20%22_blank
http://www.modsecurity.org/%22%20%5Ct%20%22_blank
http://www.nagios.org/%22%20%5Ct%20%22_blank
http://www.openstack.org/%22%20%5Ct%20%22_blank
http://plone.org/%22%20%5Ct%20%22_blank
http://www.postgresql.org/%22%20%5Ct%20%22_blank
http://www.redhat.com/rhel/%22%20%5Ct%20%22_blank
http://subversion.apache.org/%22%20%5Ct%20%22_blank
http://tomcat.apache.org/%22%20%5Ct%20%22_blank
http://www.zope.org/%22%20%5Ct%20%22_blank
http://mil-oss.org/get-involved/existing-projects
http://blog.yahoo.com/letrungnghia/articles/51983

{fossa M& thi m&i an ninh!!! (10)

nnnnnnnnnnnnnnnnnnn

1. Chinh phl Canada tuyén b chuyén sang nguon mé sau khi cac tin tac
tan céng vao mét s6 bd cua Chinh phu.

2. Thi twéng Nga Putin ra 1énh cho cac co quan chinh phi Nga chuyén doi
hét sang PMTDNM. B4t dau quy 1112012, két thac quy 11112014

3. Chinh phl Anh dua ra hang loat cac van ban chinh sach dé chuyén doi
sang PMTDNM va chuan mé& (co hiéu luc tir 01/11/2012).

4. Chinh pha My vé&i. “Phat trién cong nghé mo - nhirng bai hoc hoc duoc
va nhirng thwc tién tot nhat cho cac phan mém — hé thdng trong quan su -
chinh phd”. Nha Trang khang dinh sw d6i m&i sang tao khdéng 10 cua
PMTDNM déi voi nudc MY .

5. Cac chinh phu khac: Bao céo quoc té vé tinh hinh phat trién nguon mé
trén theé gioi nam 2010: 5 quoc gia hang dau trong phat trien PMTDNM va
xa hoi thong tin: My, Blrc, Phap, Tay Ban Nha va Uc.

6. Quoc hoi Y da phé chuan luat, tir 12/08/2012, tat ca cac phan mém méi
xay dwng trong cac co quan nha nwdc déu phai dwa vao PMTDNM.


http://blog.yahoo.com/letrungnghia/articles/53816/category/Government
http://blog.yahoo.com/letrungnghia/articles/53504
http://ubuntuone.com/1DzLI2FzF3B4LHY3hi7p9M
http://ubuntuone.com/5U4RZZVmXYXkiMH9vwe5ZF
http://vnfoss.blogspot.com/2012/02/ve-kien-nghi-chi-thi-cho-uspto-dung.html
https://docs.google.com/viewer?a=v&pid=explorer&chrome=true&srcid=0ByycVz9CFCyMZDViMzhhNjctOGI0Yy00ZTM3LTg5YzItOGQwNzI1NzA2MzBk&hl=en_US
http://blog.yahoo.com/letrungnghia/articles/921805/category/Policy

M& thi méi an ninh!!! (11)

M6t s6 hé thong PMTDNM trong tai chinh thwong mai

1. Thi trwong chirng khoan New York, Tokyo, Luan Bon, .... va
75% céac hé thdng chirng khoan trén toan thé gidi l1a chay trén nén
tang hé diéu hanh PMTDNM GNU/Linux nhw RHEL.

2. Nhiéu ngan hang co6 cac phan mém nghiép vu cot 16i dwoc xay
dwng trén cac PMTDNM

3. S dung cac PMTDNM dé xay dwng cac website TMDT: 15 nén
tdng TMDT 1a PMTDNM to6t nhat thé gidi: (1) Magento; (2)
osCommerce; (3) OpenCart; (4) Spree Commerce; (5) PrestaShop;
(6) VirtueMart; (7) Ubercart; (8) Zeuscart; (9) AFCommerce; (10) Zen
Cart; (11) Simple Cart js; (12) Tomato Cart; (13) CuberCart; (14)
RokQuickCart; (15) StoreSprite;

Tai Viet Nam:

http://www.magentovietnam.com/; http://opencart.vn/
http://www.oscommerce.com/community/contributions,3960
http://viet-cntt.com/Thiet-ke-web/Prestashop/;
http://www.iwayvietham.com/dong-gop-PMTDNM.html
http://www.mycounter.net/site/zen-cart.vn.html


http://vnfoss.blogspot.com/2009/09/nen-tang-thi-truong-chung-khoan-luan-on.html
http://vnfoss.blogspot.com/2010/03/linux-cua-cac-thi-truong-chung-khoan.html
http://vnfoss.blogspot.com/2009/10/thi-truong-chung-khoan-luan-on-bo.html
http://www.magentovietnam.com/
http://opencart.vn/
http://www.oscommerce.com/community/contributions,3960
http://viet-cntt.com/Thiet-ke-web/Prestashop/
http://www.iwayvietnam.com/dong-gop-PMTDNM.html
http://www.mycounter.net/site/zen-cart.vn.html

.ﬂvassA B. Kién tric & an ninh hé thong thong tin
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An ninh hé thong théng tin phu thudc trwdc hét vao kién truc cla né.

Quan diém

nghiép vu

Muc tiéu, linh vuc va
cac qui dinh s dung

Quan diém Quan diém

thong tin Umg dung

Cac yéu té va

Cau tric va ur nghi -
St e e giao dién hé thong

cua dir liéu

Phan cﬁng va Cac tiéu chuan va
ha tang cong nghé

Quan diém Quan diém

ha tang cong nghe
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Association of Vietnam

An ninh hé thdng phu thudc:
1. Ha tang vat ly cla hé
thong: phong oc, dién, diéu
hoa, chdong sét, kiém soat ra
vao, sao lwu.

2. Phan vung hé thong

3. Giao tiép gitra cac vung.

4. Mang - la tang két ndi ha
tang vé&i ngudi s dung va
cac dich vu bén ngoai —
mang hanh chinh Chinh phu
va Extranet la quan trong tw
quan diém an ninh.

Kién tric ha tang hé thong thong tin

aom F L - (=] b N} h‘\\\
/I;Igl.m‘l st dung / Cac dich vu ben ngoai
=
L P X
ik Q, Ung dung C&u kién
dac thu OFA
s L bén ngoai trung tam
, sudung
Mang e ;
; - oo Internet k
[ Mang thong tin : |f - " 1
hanh chinh cua o s ;ize :
E Chinh phu | ]
Truy cap
mang
1 - 4 [|
Y < Kiém soat -
Ha tang truy cap,

Kiem soat! Vung théng tin & dich vu
truy cap

.‘_

> < Ki€m soat -
£ ( truy cap =
= KiEm sodt - - S -E
Gl truy cap vung logic & xur ly =
o : )
E —
Fl v =F a n
} m

truy cap 7]

Kiém soat
truy cap

L

v

'\ Sao luu ra bén ngoai /




Association of Vietnam

.ﬂvoss,q An ninh rng dung

May tram

Trinh dién

Tang trung gian

An ninh
Truyén thong

Cac thanh phan tich hop

Nén tang / Phu tro

- Kien tric phan tang tach bach gitra cac tang véi nhau.
- Dam bao an ninh theo cac tang twong trng.
- Chuan vé an ninh &rng dung ISO/IEC 27034 (dyw thao).
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,ﬂryss,q Kién tric hé thong phan mém thwéong thay

KIEN TRUC HE THONG

TRINH DUYET - TRAM TRUY CAP

LOP TRINH DIEN

u

CAC PHAN MEM UNG DUNG

PHAN MEM TRUNG GIAN

AN NINH
TRUYEN THONG

CAC MAY CHU DICH VU

XAC THUC TAP TRUNG (CAS)

HE PIEU HANH - LDAP




Paas

Phan mém nhw moét dich vy - Saas

laas
- -

ich vu -

Nén l:i-ng huw mét

-------------------------------------

2 -

] 31 8
E:: K&t ndiva phén phoi ::.: g
s 1 e

s G'oy o
Ill -—.\ I-.: ] [
] e BEE

i1 truy cap; (7) Ao hoa; (+1) [Sec. AaS] 2011.
i+ 1 Tailiéu an ninh BTPM cua CSA, 12/2009.

. An ninh DPTPM = An ninh théng thwéong +
. An ninh dac thu cia dam may.

. An ninh DTDT phu thudc vao kién tric cla
. DTPM va 12 (+1) linh vwe lién quan khac:
: - 5 [inh viec quan ly: (1) Quan ly radi ro; (2)
i Quan ly viéc phoi 16 dién tr; (3) Quan ly
i tudn tha va kiém toan; (4) Quan ly vong

doi théng tin - dir liéu khi xéa; (5) Tinh kha
chuyén va tinh twong hop — Chuan mé.

- 7 Iinh vwc van hanh & chi dan: (1) An
ninh truyén thong; (2) Van hanh trung tam;
(3) Phan ng, théng bao, x& ly tinh
hudng; (4) An ninh &ng dung; (5) Ma hoéa
va quan ly khéa; (6) Nhan dang va quan ly



http://ubuntuone.com/4uqIlCbQIx9qysUiXCi8j5

.(FOSSA Kién trac hé thong dién toan dam may

eeeeeeeeeeeeeeeeeeeeeee
...................

Nguoi s dung dam may

e
Er
R,

Paas

/ﬁ\

Nha cung :ip ﬂim mir

Saas

4

Paas

An ninh DTDM la sw chia sé trach nhiém gilra nha
cung cap va nguodi st dung, chir khéng phai cua
chi mét minh nha cung cap.
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.ﬂ’ossA Kién tric hé thong dién toan dam may

oooooooooooooooooo

Nha cung cap dam may

Ngudi sur dun ; 2
g ing Dan phoi dich vu

dam may
Lop dich wu
Saas
e ; PaasS
Nha kiém toan
dam may laas ]
B
Kiém todn .
SR Lap E-:iﬁrn soat x:é
# ao hoa tai nguyén
Ki€m toan . : : .
HaG ahng ) Lap tai nguyén vat ly
tinh riéng tur
Phan cing
.
Ki€m toan
hiéu nang Trang thiét bi

Quan ly
dich vu
dam may

Ho tro
nghiép wvu

Cap phat/
Cau hinh

To—

Tinh tuong hop

Nha van chuyén dam may

Tinh kha chuyén /

¥

b

A

An ninh

Tinh riéng tu

Nha moi gigi
dam may

Trung gian
dich wu

Téng hop
dich wu

Budn
dich wvu

M6 hinh tham chiéu khai niém két hop: tich hop cac thanh phan hé
thong, to chtre va qui trinh trong DTOM B An ninh chudi cung rng.
Tham khao: Kién truc tham chieu DTPM cua NIST, thang 09/2011.


http://ubuntuone.com/0rqn2j5SyfKVKF6ZuEwYHC
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.(FOSSA Kién tric hé thong dién toan dam may
8 dang do6i hinh dam may:
— . (1) Per(IP, 10, EP, EO) va

/ | i oo (2) D-p(IP’ IO’ EP’ EO)

Bén ngoai (E)

Paoi hinh dam may E/O/D-p & dinh

Bén trong (1) § Békhlﬁg;lp\?riénhéa bén phéi Cé khé néng Sé Ié “diém
dep” noi ma tinh mém déo va sw
SRy e cOng tac téi wu co thé dat duorc.
(P) (0)
M& hinh khéi 15p phuong dém may Tai liéu cua Dién dan Jericho.

coOn qua maoi va
Cong cong Mha cung cap labén thir 3 Wit ep Bén ngoai Khéng tin cay

la bén thi 3 coOn nhiéu van dé

T can phai duwoc
To chirc Bén tron \‘N\* o " A ’ R
»——— S ey nghién clru dé

Riéng/ To chirc
Cong dong Hoae

Wl

Nha cung cap Nha cung cap B&n ngoai
la bén thir 3 labén thir 3 z R - R -
cO thé trien khai
e Catod chirc & o s V4 V4
: Catd chic & : - Cabén trong & Tin cay &
Lai Nha cung cap labén thir 3 Hia siing cop Bén ngoai Khong tin cay tOt trong thL-PC te'

la ben thia 3


http://ubuntuone.com/0QMbCgFedmzzxMV5oF4W9B

FOSSA An ninh thong tin - dir liéu

Free & Open S =
Association of Vietnam

X > N > 2> .
Muc dich bao vé Muc dich bao vé - bdo vé cac théng tin gilla cac déi tac Tat Ca VIeC dam baO an n I n h
) ) bdo mat, todn ven, x&c thuc, san sang ~ ~ A Y R >
Céc loai yéu cau bao vé * Cac loai yéu cau bao vé - phan loai cac yéu cBu bdové khang, n e U tre n de U n h a m de da m

EEE:bEgtziz:éctir-azhcjzécdichw:thﬁngtin.truyénthﬁng. béo an ninh Cho théng tin -
| di¥ liéu — cac tiéu chuan an

Bao mat Ung dung Cac tiéu chudn dap (ng theoyéu cBu cla (ng dung nhu U, : PAS : ~, |1 A
* tiéu chugn bdo mét khuyén céo vabdo mat ditlidu n I n h thOng tl n = d lJJ ||$U .

Kich ban tuong tac

Dich vu Bao mét Dich vu bdo mét hd tre ing dung bao vé di lidu / nguén luc

sy b0 mtth déntir/van bank (k7 /kidm tra chif ) — MO hinh cho cac tiéu
S o ~~ chuan an ninh d@ liéu voi
Bao mat truyén tai Giao thac, giao tigp va dinh dang trao déi cho phép valhodc ho -

» trg truyén tai théng tin bdo mét, nhu SSL/ TLS CéC glél ng hTa Vé VI’ du

Co ché bao mat Céc co ché co bdnva dinh dang di liéu, vi du nhur ehing thu s,
* danh sach ching thu bi thu hdi, khoa

Ha tang bao mat C4c cau kién ha tang va giao thic chap nhan hé tro truyén thang
—) tin cdy, nhu PKI, dich vu tem théi gian, thu muc, LDAP, OCSF

Cac phuong thirc Cac quy trinh va phuong thic ma hoa va gidi thuat, vi du nhu
mé hoa ». ham bam, phuong thie bat ddi xing va dai xing
Phan mém Bao mat va Cac phin m&m va phan cing déc bigt phuc vu cho mue dich bao

phan cimg bao mat » mét nhur thé théng minh va céc dau doc kém theo phan mém
phue vu k&t ndi gilla cac thiét bi



'ﬂ"’”‘ C. Chuan héa & an ninh hé thong théng tin

1. L&p nghiép vu: chudn hoa qui trinh nghiép vu va thd tuc bang

céng cu tiéu chuan UML (Unified Modeling Language)

2. L&p théng tin: M6 hinh héa bang UML va chuan hoa di liéu
- M6 hinh di¥ lieu chung & mo hinh dir liéu dac thu
- Chuan héa di liéu bang XML dé dam bao tinh twong hop

du XML khéng dam bao duoc tinh twong hop vé to churc.

3. L&p ha tang: phan vung va quan ly truy cap gilra cac vung.

4. Lop wng dung: chuan hoa theo cac nhdm tiéu chuan nhw
trong cac Khung twong hop (GIF) hodc theo Kién truc tdng
thé qudc gia (NEA).

5. L&p cdng nghé: Chuan cho cac loai cdng nghé va tiéu chuan
dwoc chon dé s dung (kién trac thanh phan, SOA, SaaS,
PTPM...) d& dam bdo tinh twong hop, st dung lai, tinh mé,
an ninh, tinh riéng tw, mé& rong dwoc vé pham vi... — dwa ra
bo tiéu chuan theo vong doi va theo kién trac hé thong.

Cac tiéu chuan can dwoc phan loai theo vong doi va dwoc cap

nhat lién tuc trong méi trwrdng mo'!
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Dinh nghTa tiéu chuan (TC) mé&: cé nhiéu, mét trong sb dé Ia:

1. TC dwoc ap dung va do mot td chire phi loi nhuan duy tri, sw phat
trién hién hanh cda noé dién ra theo mot tha tuc ra quyét dinh mé, san
sang cho tat ca cac bén co6 quan tam.

2. TC da dwoc xuat ban va tai Iiéu dac ta la san sang hoac tw do
hoac v&i phi twong trung Tat ca moi nguwoi phai dwgc phép sao
chép, phan phdi va st dung né khong mat phi hoac phi tvong trung
3. S& hiru tri tué - nghla 13, co thé CO cac bang sang ché dbi v&i (cac
phan) tiéu chuan va dwoc lam cho sdn sang khdng thé hiy bd dwoc
trén co s& khdng co phi ban quyén.

4. Khéng co bat ky rang budc ndo trong st dung lai TC do.

Vé&i TC mé, an ninh dwoc ddm bao tot hon vi: (1) Khdng bi khoa troi
vao nha cung cap; (2) Bao toan di liéu vinh ctru; (3) Pam bao tinh
twong hop lién thong trong hé thong; (4) Dé chuyén dir liéu tr hé
thong nay sang hé thong khac; (5) Khuyen khich d6i méi sang tao,
canh tranh thj trwdng — ha gia thanh san pham.

No6i bat: Chinh sach bat buéc tiéu chuan mé cla Anh, ttr 01/11/2012.


http://blog.yahoo.com/letrungnghia/articles/924586/index
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.ﬂ'osu Chuan mé 1a bién phap dam bao an ninh TT -2

Tinh twong hop lién thong la yéu td sdng con cua hé thdng thdng tin

NEN THEO: SAN CHOI CHO MOQI NGU'OIl KHONG NEN THEO: Bl KHOA TROI

Vi du dién hinh vé chuan mé: Giao thirc TCP/IP, c6 xuat xt tir mang
ARPANET cua Bé Quoc phong My.


http://en.wikipedia.org/wiki/History_of_the_Internet
http://en.wikipedia.org/wiki/ARPANET

.ﬂvossA Mot so tiéu chuan vé an ninh
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1. Cac tiéu chuan vé hé thong quan ly an ninh théng tin ISMS
(Information Security Management System) ISO/IEC 27K
- ISO/IEC 27001:2005, dac ta ISMS — TCVN ISO/IEC 27001:20009.
- Cac chuan da ban hanh: tir 27002 t&i 27012 da dwoc ban hanh va
vé nhiéu linh vwec khac nhau trong an ninh thong tin.
- C4c chuan sap ban hanh: ttr 27013 t&i 27043, trong d6 cd ANKGM,
an ninh BTDM, an ninh thué ngoai, an ninh mang, an ninh UD.
2. C4c tiéu chudn an ninh trong DTDM. Tai liéu cia NIST, thang 7/2011.
- Tiéu chuan an ninh: xac thwe Gy quyén (11), tinh bi mat (7), tinh
toan ven (4), quan ly nhan dién (5), an ninh (6), quan ly chinh sach
an ninh (1) va tinh san sang (1).
- Tiéu chuan vé tinh twong hop (giao dién & chirc nang cda dich vu):
tinh tvong hop dich vu (4).
- Tiéu chuan vé tinh kha chuyén (di¥ liéu & tai cong viéc [mai]): tinh
kha Chuyen vé di liéu (1); tinh kha chuyén vé hé thong (1).
3. Céc tiéu chuan theo mé hinh kién trac an ninh di liéu
Trién khai khai ni@m an ninh, phwong phap ma hoa khéng dbi xirng
va doi xtrng, di¥ liéu bam, quan ly khoa, thé thdng minh tiép xuc va
khéng tiép xuc.


http://mic.gov.vn/admin/assets/pdf_mra/2009/27001_2009.pdf
http://ubuntuone.com/3n18xI3STBrnAZ3VnjrCrp
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Mgt vai van de lién quan:

Cac tac nhan:

(1) Nhirng ngwoi van hanh Botnet; (2) Cac nhom t6i pham; (3) Cac tin
tac; (4) Ngwdi bén trong; (5) Cac qudc gia; (6) Ngwdi danh fishing; (7)
Nguwdi danh spam; (8) Tac gia cua PM dbéc hai/ PM gian diép; (9)
Nhirng ké khiing bo.

Cac moi de doa va 16 hong thuwdng gap:

(1) Tan cong tlr chdi dich vu; (2) Tt chdi dich vu phan tan; (3) Bom
logic; (4) Phishing; (5) Ngwa Trojan; (6) Vishing - dwa vao VolP; (7)
Tham nhap qua khdng day; (8) Sau; (9) Khai thac cac 16i ngay sb 0.

Nhirng van dé lién quan khac dang lwu y:

1. Mat an ninh tlr chudi cung &ng san pham, ca clrng, mém va cac thiét
bi vién théng.

2. Luat Yéu nwée cua My: yéu cau cac cong ty My phai (ké ca céac chi
nhanh) truyén tay gan nhw tat ca so liéu clia ngwoi stv dung theo yéu
cau clia cac co quan an ninh My nhw FBI ma khéng can [énh toa an.


http://en.wikipedia.org/wiki/USA_PATRIOT_Act
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.ﬂram Mb hinh dé chin ANKGM

Association of Vietnam

Panh gia kha nang san sang ctiia mét quoc gia doi véi ANKGM.

Pic diém phan mém doéc hai hién nay:

Mdrc dé giau giém: phan mem (PM) duoc
biét cdng khai — dwoc giau giém va nguy
trang cao do.

Mdrc d6 nhén biét: nham vao nhirng ché b
ton thwong co thé nhan biét dwoc va chwa
dwoc vd — nham vao nhitng chd bj ton
thwong chwa biét & 16i ngay so 0.

Murc do rong rai: co muc dich chung rong
rai, nan nhan vo tinh — muc dich cu thé,
nan nhan dac biét, toi tirng ca nhan.

Mcrc do thurong trure: gay hai 1 lan — duoc
cap nhat lién tuc dé gay hai thuwong truc.

Stuxnet, Duqu, Flame, Gauss, Narilam...

CAO CAP

Giau  Khong biét Cé dich  Thuong
giém &ngays60 ngam truc

Phan mém doc hai cao cap

Biét dugc Rong
& va dugc rai

THONG THUONG

M&




{ossa Mb hinh dé chin ANKGM
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MO HINH PO CHIN AN NINH KHONG GIAN MANG

e NHA NU'OC
5 QUAC GIA

5 g|a| dOan hU’é’”g // Po6 dan héi

2. MO hinh:

to’|A S d_an ’ hoi q’e Y /Ef T
chong lai cac cudc ¢ . o maeRve
X ~ o Hau hét o
tan cong KGM. 3 cac 8 chifc o—
MOI DE DOA
, _@}—— 9’—) / THONG THUGNG
B,ang X,ep hang mOt Do lanh le / Téc dé cua hanh dong /
sO quoc gia duwoc B D) 9 B e
2 - Poi pho & Dua vao tc tranh Phong thu T6 chic co
khao Sat bén‘; tay ca’lcl{:éng cu Bttirchtth dé?\g doé d.";l: hoi

E. Tuan theo hoc thuyét dé “dap tat Itra” dwoc tot nhat.

D. Ap dung tirng phan céng cu & cong nghé& dé hé tro dbi phd nhanh hon.
C. Hé thong dwoc tich hop nham vao tinh twong hop va céac tiéu chuan
trao déi di¥ liéu vé nhan thirc bao an thong tin.

B. Lanh le, doan trwdc dwoc tinh hudng, ra chinh sach nhanh, chuyén
nghiép, lam rd sw viéc, giup ngwdi van hanh tim, stra va déi pho lai.

A. Dy doan trwdc duwoc suw viéc, co lap va chiu dwng dwoc thiét hai néu
c6, dam bdo an ninh cho chudi cung trng & bao vé dwoc ha tang sdng con
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Nhiéu cdng cu an ninh, bao gdm ca cac PMTDNM.

Danh sach 65 PMTDNM s dung trong an ninh théng tin:

1. Chéng spam: ASSP, MailScanner, SpamAssassin, SpamBayes, Nixory.

2. Chéng virus: ClamAYV, ClamTK, ClamWin Free Antivirus, P3Scan.

3. Sao lvu: Amanda, Areca Backup, Bacula, Clonezilla, Partimage, Redo.

4. Trinh duyét: Chromium, Dooble, Tor.

5. B6 sung cho trinh duyét: Web of Trust (WOT), PasswordMaker.

6. Xo0a dir lieu: BleachBit, Eraser, Wipe, Darik's Boot and Nuke.

7. Chbéng mat di¥ liéu: OpenDLP, MyDLP

8. Ma hda: AxCrypt, Gnu Privacy Guard, GPGTools, gpg4win, PeaZip, Crypt,
NeoCrypt, LUKS/ cryptsetup, FreeOTFE, TrueCrypt.

9. Truyén tép an ninh: WinSCP, FileZilla

10. Diéu tra phap ly: ODESSA, The Sleuth Kit/ Autopsy Browser

11. Gateway / Thiét bi quan ly cac mdi de doa thdng nhat: Untangle Lite, ClearOS,
Endian Firewall Community

12. DO tim tham nhap trai phép: Open Source Tripwire, OSSEC, AFICK, Snort

13. Twong lra mang: IPCop, Devil-Linux, Turtle Firewall, Shorewall, Vuurmuur,
mOnOwall, pfSense, Vyatta

14. Giam sat mang: Wireshark, Tcpdump/ libpcap, WinDump

15. Pha mat khau: Ophcrack, John the Ripper,

16. Quan ly mat khau: KeePass Password Safe, KeePassX, Password Safe

17. Xac thyc ngudi sir dung: WIKID

18. Loc web: DansGuardian


http://www.magicvillage.de/%7EFritz_Borgstedt/assp/0003D91C-8000001C/
http://www.mailscanner.info/
http://spamassassin.apache.org/
http://spambayes.sourceforge.net/
http://nixory.sourceforge.net/
http://www.clamav.net/
http://clamtk.sourceforge.net/
http://www.clamwin.com/
http://p3scan.sourceforge.net/
http://amanda.zmanda.com/
http://areca.sourceforge.net/
http://www.bacula.org/en/
http://clonezilla.org/
http://www.partimage.org/Main_Page
http://redobackup.org/
http://www.chromium.org/Home
http://dooble.sourceforge.net/
https://www.torproject.org/
http://www.mywot.com/
http://passwordmaker.org/
http://bleachbit.sourceforge.net/
http://www.heidi.ie/eraser/
http://wipe.sourceforge.net/
http://dban.sourceforge.net/
http://code.google.com/p/opendlp/
http://www.mydlp.com/
http://www.axantum.com/AxCrypt/
http://www.gnupg.org/
http://www.gpgtools.org/
http://www.gpg4win.org/
http://peazip.sourceforge.net/
http://crypt.sourceforge.net/
http://neocrypt.sourceforge.net/
http://code.google.com/p/cryptsetup/
http://freeotfe.org/index.html
http://www.truecrypt.org/
http://winscp.net/eng/index.php
http://filezilla-project.org/
http://odessa.sourceforge.net/
http://www.sleuthkit.org/
http://www.untangle.com/store/lite-package.html
http://www.clearfoundation.com/
http://www.endian.com/en/community/about/
http://sourceforge.net/projects/tripwire/
http://www.ossec.net/
http://afick.sourceforge.net/
http://www.snort.org/
http://www.ipcop.org/
http://www.devil-linux.org/home/index.php
http://www.turtlefirewall.com/
http://www.shorewall.net/
http://www.vuurmuur.org/
http://m0n0.ch/wall/hardware.php
http://www.pfsense.org/
http://www.vyatta.com/downloads/index.php
http://www.wireshark.org/
http://www.tcpdump.org/
http://www.winpcap.org/windump/
http://ophcrack.sourceforge.net/
http://www.openwall.com/john/
http://keepass.info/
http://www.keepassx.org/
http://pwsafe.org/
http://www.wikidsystems.com/
http://dansguardian.org/

.(FOSSA Cac cong cu an ninh
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Nhiéu cdng cu an ninh, bao gdm ca cac PMTDNM.

Danh sach 12 PMTDNM khac st dung trong an ninh thong tin:

1. Xda co an ninh, khdi phuc di¥ lieéu, nhai lai, ma hoa: Darik's Boot and Nuke
(DBAN)

2. Stra va phuc hoi tép: TestDisk and PhotoRec

3. Clru cac 6 dia hédng: GNU ddrescue

4. Nhai dia: Clonezilla

5. Ma hoéa: TrueCrypt

6. An ninh di déng: Master Password (i0S), Secure Chat, Rights Alert, Orbot,
Dy an Guardian, Gibberbot, Droidwall


http://sourceforge.net/projects/dban/
http://www.cgsecurity.org/%22%20%5Ct%20%22new
http://www.gnu.org/software/ddrescue/ddrescue.html%22%20%5Ct%20%22new
http://clonezilla.org/%22%20%5Ct%20%22new
http://www.truecrypt.org/%22%20%5Ct%20%22new
http://itunes.apple.com/app/master-password/id510296984%22%20%5Ct%20%22new
http://itunes.apple.com/app/chatsecure-encrypted-secure/id464200063%22%20%5Ct%20%22new
https://play.google.com/store/apps/details?id=fr.keuse.rightsalert%22%20%5Ct%20%22new
https://guardianproject.info/apps/orbot/%22%20%5Ct%20%22new
https://guardianproject.info/apps/%22%20%5Ct%20%22new
https://guardianproject.info/apps/gibber/%22%20%5Ct%20%22new
http://code.google.com/p/droidwall/%22%20%5Ct%20%22new
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Free & Open Source Software
Association of Vietnam

Mo ta tinh hinh va cac rui

Windows XP SP3 and Office 2003 s& h&t han hd tro k& ti ngay 8 thang T, 2014,

Sau ngay nay, Microsoft sé kbhéng cung cip bat ky mat su hd trg ndo cho cac san pham nay nita, bac
gom cdc ban va bae mét (security patch), cac ban stra 16 hodc ho tro xi Iy sur cf,

Viéc tiép tuc s dung Windows XP SP3 va Office 2003 trong hé thing cta Quy vi sau ngay nay sé tao
ra cac rdi ro tigm an, vi du nhu:

« Cac rii ro vé bac mat & vi pham cac quy dinh. Méi trudng khéng dude ho trg va khong o
di cac ban va 156i sé trd thanh muc tiéu cta cac vu tin cong v bao mat. Bldu do sé dan dén
widc t8 chue/ doanh nghiép cis Quy vi khéng kiém soét ducc hé thong, va diéu nay sé€ som
dugc phat hién bdi bd phan kiém toan (ndi bi hodc bén ngodi), hé gua 18 qua trinh xin x&t
duyét cac ching chi qum: glafquoc té =8 bi chém lai, cling nhu tao ra su lo ngai coa cong
dang/khach hang bén ﬂgoal ve viée 18 chu’c;‘d«nanh ng}uep clia Quy vi khéng cd kha ning klém
spat hé théng va bao vé dir iéu ca nhan cua cong dan/khach hang.

« Khéng tiép tuc nhin duge sy hd trg cta cac hang cung cap phan mém (I5V) ciing nha
cac hang san xudt phin cirng {OEM). Mot bao cao gan day cua hang nghién cuu Gartner da
chi ra "nhigu hdng cung c3p phan mém (I5Y) nhifu kha ning s& khéng ho trg cac phién ban
mdi cua ung dung trén Windows XP trong ndm 2011, va trong nam 2012 didu nay s& trd nén
phé bién.” Mét bao cao tuong tu cia Gartner cho linh vuc phan cung clng néi rd réng trong
nam 2012, da sd cdc hing phin cing (OEM) san xuat PC s8 nglmg hé trg Windows XP trén da
50 cac kiéu may PC mdi cua ho.

Cac lua chon:

1. Nang cap - Lua chon nay 12 hiéu qua nhat v@ mat dau tu théng qua viéc hién dai héa PC bang viéc
trién khai Windows 7 Enterprise va Office 2010. Khéng phu thubc vao quy mé trién khai to hay
nhé, viéc hién dai héa PC vai windows 7 Enterprise va Office 2010 sé gidp t6 chic/deanh nghiép
cua Quy vi tang nang sudt |lam viéc cho can bé/nhan vién va téng hiéu qua hoat déng théng qua
viéc bao mat va guan ly PC dugc tang cudng.

DEé gilp d8 khach hang thuc hién qua trinh chuyén déi va trién khal thanh cdng méi trudng
Windows 7 Enterprise va Office 2010, Microsoft va cac dai tac tu van hién dang cung cap méot sd
chudng trinh nhi Proof of Concept (PoC) va trién khai thif nghiém (pilot), dudec thuc hién bdi cac
chuyén gia tw van cla chinh Microsoft hodc cac Bél tac Dich vu Cao cap.

Microsoft

winw. microsoft.com/vietnam

2. Mua Hgp dbng Dich vy HS trg Bac biét théng qua nhém Microsoft Premier Support dé tiép
tuc s dung cac san phdm d35 hét han hd trg - Néu vi mot ly do nao dé, Quy vi quyét dinh sé
tigp tuc su dung Windows XP SP3 va Office 2003 sau khi d& hét han ho trg, Quy vi can phai ky mot
Hop dbng HG trg Bac biét va ching toi sé yéu cau Quy vi phai xay dl.rng mot ke hoach chuyen dai.
Chi phi cua Hap déng Hb trg Dic biét 1a sé cao hon nhiéu cho vai H& trg Binh thudng, va sé tang
dan theo ndm tugng (ng vdi chi phi ha trg ting dan cho san pham da hét han ha trg.

3. Khéng lam gi ca - Microsoft khuy&n nghi Quy vi khéng nén di theo lua chon nay dé tranh gap phai
CAc rui ro ¥é bao mat va vi pham cac quy dinh,

BOVANHOAL TIETHAOVADULICH  CONG HOA XA HOFCHI NGHIA VIET NAM

CUC BAN Quy EN |-'L\r. GlA Bije lip - Ty do - Hanh phie

S& 1SBOTG-OTG Ha Nai, ngay 7 themg 2 midme 2052
Vv khuyn cae vé vide sir diung
chuomg Irinh may dnh @i cde
doanh nghidgp Vid Nam xuat
khiu san pham sang Hoa Ky

Kinh ,-_:l.ﬂ: Cac doanh nghicps

Cye Ban quyen tac gia nhin duge thong tn hai Bang Washington va Luoisiana
cua Hoa Ky dd ban hanh Ludt méi, v2u edu cde nha san xudt ¢o san pham ban tai cic
Beng nay phai (udn thd nghia vy ‘ur- ¥ ddi veri vige sir dung, cong ngh thong tin.
lién quan dén bdo hi chuong trinh mdy tinh theo Luidt s hiru i g, hode ganh L]"._J
nii ro theo Lugt Canh wanh khing linh manh, Ludt ndy o6 hidu luc ke nr npay
227712011, cho J’“"i:‘l" cac nha san xult hodic chuung 1¥ Lai cdc Bang tién hanh khii
kién din su doi viri cée nhd san x il nzoal sir dung cong nghé théng tin vi
pham dé san xud, phin phai, tigp thy haic hd sin pham, bo ohin san phim trong
hat Bang ndy,

MNgoa ra, 37 Bang va vong [3nh thd khac coa Hea ki cing 4 cam ket

ban hianh cic didu I|'{:: wong . Xem thdng tin :.l'-- tiét tai dia chi
hegaw. ga.goviliipress/deraily) 2668 8TA70814_ 167203047 17824214500 himi)

e tranh nhimg thift hai khéng déng 06, Cuc Ban quyén tie gid khuyén cdo cac
doanh nghiép Viét Nam xudt khau san ‘h;':u‘n ko |‘.|]'|i|* §an p?si-'n vao thi trudmg cdc
Bang va ving lanh thé cda Hoa K¥ =6m kiém tra va hop phip hda viée sir dung hé
tlﬁﬁna;, clng nghé thong tin lién quan den chuomg trinh may thh trong doanh nghicp,
-:.LE‘ o dLﬂ:_’FC |0I ﬂl.?‘ klu \'.l_;-:lt ;\.h_:ux h.-]nu loa sAng I ILF:l L-. f, N

<« Hét han hd trg 7 cucruonc

W"' Ndows XP SP3 .,

va Office 2003 tip -~ Yla

ngay 08/04/2014. ~ =" —

Vi Manh Chu


https://docs.google.com/document/d/1HroigzIfW5qzhpWBvOvIRmfsuxkiWYrAYQMdSlfCNDM/edit
https://docs.google.com/document/d/1w9DdVHVR5KscVTOednebmWRjhDsHFWOn7o4BEKMe-Bs/edit
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Worldwide Mobile Device Sales to End Users by Operating System in 3Q12 Worldwide Mobile Device Sales to End Users by Vendor in 3Q12 (Thousands
{Thousands of Units) ot i)

Company 3Q12 3Q12 Market Share 3Q11 3Q11 Market Share
Operating System 3Q12 3Q12 Market Share 3Q11 3Q11 Market Share (%) (%)

(%] (%] Units Units
Units Units Samsung 97,956.8 22.9 82,612.2 18.7

Android 122,480.0 724 60,4904 52.5 MNokia 82,300.6 19.2 105,353.5 23.9
i0s 23,550.3 13.9 17,295.3 15.0 Appke e Sl 52 N5 i

ZTE 16,654.2 3.9 14,107.8 3.2
Research In Motion 8,946.8 5.3 12,701.1 11.0

LG Electronics 13,968.8 3.3 21,014.6 4.8
Bada 5,054.7 3.0 2,478.5 2.2 Huawei Device 11,918.9 2.8 10,668.2 2.4
Symbian 4.404.9 2.6 19,500.1 16.9 TCL Communication  9,326.7 2.2 9,004.7 2.0
Microsoft 4,058;2 2.4 l,?[l 1.9 1.5 Research in Motion B8,946.8 2.1 12,701.1 2.9

Motoraola 8,562.7 2.0 11,182.7 2.5
Others 683.7 0.4 1,018.1 0.9

HTC 8,428.6 2.0 12,099.9 2.7
Total 169,178.6 100.0115,185.4 100.0 . 146,115.1 34.2 145,462.2 —_
Source: Gartner (November 2012) Total 427,729.5 100.0441,502.2 100.0

Source: Gartner (November 2012)

A Gartner: Ban céac thiét bj di dong cho A Gartner: Ban céc thiét bi di ddong
ngwdi st dung dau cudi trén toan cau cho nguwdi s dung dau cudi trén
tinh theo hé diéu hanh vao Quy toan cau tinh theo nha cung cap
11/2012. Android dirng s6 1 vé&i hon vao Quy I11/2012.

122 triéu chiéc, chiem 72.4%.

Xuat xwéng may tinh ca nhan PC Quy 111/2012 14 87.5 triéu chiéc


http://blog.yahoo.com/letrungnghia/articles/923856/index
http://vnfoss.blogspot.com/2012/11/android-thuc-su-la-windows-moi.html

.(FO!SA Chuyén do6i sang str dung cac PMTDNM
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Vi sao phai chuyén doi:
Tiét kiém chi phi mua sam, duy tri, nAng cap, cap nhat phan mém
. Pam bao dwoc nang suat lao ddng
Pam bao st dung lai dwgc cac TT/DL da cé - ¢co an ninh
. Dam bao trao dbi di¥ liéu bén trong & ngoai DN
. T6n trong luat s& hiru tri tué - khéng bi doa kién, pha san
Pam bao an ninh th(“)ng tin, d liéu cho lau dai
. Khdng bi khoa tréi vao cac nha doc quyén
. Vi du dién hinh tai Viét Nam: Viettel.
Chuyén doi trén cac may tinh tram ca nhan

1. Chuyén d6i mét phan: Gitr nguyén hé diéu hanh Windows,
chuyén déi mét sd tng dung: (1) bd phan mém van phong tr MS Office
sang LibreOffice; (2) trinh duyét web IE sang Firefox; Chrome (3) trinh
thw dién tr may tram Outlook sang Thunderbird.

2. Chuyén dbéi toan phan: Chuyén ndt cad hé diéu hanh Windows
sang GNU/Linux, vi du Ubuntu, va chuyén déi cac irng dung nghiép vu.

oo\I_CDcn-h_ool\)_—x

GNU/Linux c6 hau hét tat ca cac rng dung thwong co trén Windows va
déu 1a tw do. Mdi trwdng thwe té: méi trwérng hén hop: Mé + Bong.


http://blog.yahoo.com/letrungnghia/articles/53190/date/201007
http://ubuntuone.com/6fF9E4ifnlcRL5Yklz6k25

.(FOSSA Chuyén doi sang str dung cac PMTDNM
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Chuyén déi trén cac may chu
1. Hé diéu hanh: GNU/Linux Debian, Ubuntu, RedHat, ...
2. Dich vu chia sé may chi tép & in an: SAMBA, OpenLDAP, CUPS
3. Cac dich vu hé thong: LDAP, DNS, DHCP, RAS, Web, FTP...
4. May cha thw dién tl, cac dich vu truyén thdng: Zimbra
5. May chu CSDL, cac rng dung nghiép vu: MySQL, PostgreSQL
6. May chi an ninh an toan: twéng Ita, Gy quyén, chong virus,
chong truy cap trai phep...
O phia cac may chu - von Ia thé manh cia PMTDNM
Méi trwdrng thwe té: mdi trwdng hdn hop: Mé + Bong.

Tim kiem sw tro giup trong va sau chuyen doi

1. Trwde hét tw cong dong nguon mo Viét Nam (http /Ivfossa.vn/),
cé cdng dong chung va cong dong riéng cla tirng dw an.

2. Tw cac cong ty cung cap cac dich vu xung quanh cac PMTDNM

Tham khao cac bai: (1) “Chuyen doi cac (’ng dung tr déng sang mao™.
(2) “Nguon mé va sy ho tro
(3) "Hwéng dan chuyén doi...


http://vfossa.vn/
http://blog.yahoo.com/letrungnghia/articles/53190/date/201007
http://vnfoss.blogspot.com/2009/12/ho-tro-nguon-mo.html
https://docs.google.com/file/d/0ByycVz9CFCyMRk5mN1JFa2FJYzA/edit
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.ﬂvossA Chuyén doi sang str dung cac PMTDNM

Khoé khan thwong gap va cach khac phuc

1. Quyét tdm va sw tham gia trwc tiép cla lanh dao cao nhat don vi
trong viéc chuyén dbi.

2. Tham vong chuyén doi Ion va nhanh ngay mét luc

3. Mét s6 khac biét trong théi quen st dung - chdong doi

4. Cac macro trong MS Office - phai viét lai cho LibreOffice

5. Xuat di lidu sang Excel - phai viét lai cho Cal

6. Cac phan mém nghlep vy chuyén dung (ké toan) chi chay trén
Windows - dé nghl nha san xuat chuyén dé chay dwoc trén GNU/Linux:

a) Dung cac phan mém mé phdng nhw Wine
b) Chuyen sang Cong nghé Web dé giai phong may tram
c) Dung cac may ao dé chay Windows trén GNU/Linux
d) Gilr lai mot s6 may Windows khong thé chuyén

7. Str dung ha tang khoa cong khai (PKI) va chir ky dién t&r — Yéu
cau nha cung cap dich vu phai co giai phap cho méi trwong nguon ma:
a) Chay dwoc trong hé diéu hanh GNU/Linux nhw Ubuntu, Fedora...
) Chay duoc trong cac trinh duyét web nhw Firefox, Chrome
) Chay dwoc trong bé phan mém van phong LibreOffice, OpenOffice..
) Chay dwoc cho cac hé quan tri CSDL: MySQL, PostgreSQL
) Chay dwoc trong cac may chu thw dién t&r: SendMail, Postfix, ...



.(FOSSA Mot so goi y khac
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Chuyén sang cac PMTDNM nhw dwoc néu:
1. Theo théng tw sb 41/2009/TT-BTTTT ngay 30/12/2009
2. Cac lwa chon ngudon moé v1.0 cua Chinh phua Anh, thang 10/2011.

Khi str dung cac dich vu dién toan dam may

1. Chi nén st dung v&i cac dir liéu khong that sdng con véi DN

2. Ludn c6 ban sao trong hé thong cua DN

3. Luén dat ra cau hdi: Néu toi lay div liéu cua toéi dé chuyén sang
mot dam may khac, v&i cong nghé khac thi cé dwoc khéng?

4. Ludn ghi nh¢, trong moi trwrdng hop, nghia vu dam bao an ninh
théng tin la sw chia sé giira nha cung cap va ngwoi str dung.

Tham khao cac tai liéu vé dién toan dam may (PTPM):

1. Chi dan vé an ninh trong BTBM v2.1, CSA, thang 12/2009.

2. L6 trinh BPTDM cta Chinh pht My, v1.0, NIST, thang 11/2011.

3. Kién tric tham chiéu BTPM, NIST, thang 09/2011.

4. L6 trinh tiéu chuan BTBM v1.0, NIST, thang 07/2011.

5. Ban ghi nh& cho cac CIO vé an ninh BTDT, Van phong bDiéu
hanh Tong thdng My, ngay 08/12/2011.


https://docs.google.com/file/d/0ByycVz9CFCyMQkxadUUwSkVGekU/edit
http://ubuntuone.com/6cxnwCWFNRWbENQtL7KEP0
http://ubuntuone.com/4uqIlCbQIx9qysUiXCi8j5
http://ubuntuone.com/7hzCOUjG9E6P6msJn77UQ3
http://ubuntuone.com/0rqn2j5SyfKVKF6ZuEwYHC
http://ubuntuone.com/3n18xI3STBrnAZ3VnjrCrp
http://ubuntuone.com/1f1CXhMXev2mTZG8jqyOWF

{ossa Tuan tha mé hinh phét trién PMTDNM

eeeeeeeeeeeeeeeeeeeeeee
aaaaaaaaaaaaaaaaaaa

Phai tuan thu mo hinh phat trién PMTDNM, khdng dong ma ngudn — tao ré
nhanh khéng can thiét, gay hai cho co’ quan phat trién va cac don vi st dung.

cay du an
ngudén mo
V1.1 V1.2 vV 1.3
nguoc lén déng trén nguoc lén dong trén nguoc lén déng trén
| | 1 >
\ O T JI
Dong gop cac  T4j vé tis Péng gép cac  Tai vé tir . 2
Tai vé thay déi cho du an nguoc thay déi cho du an nguoc 4 Phét trlén d'l] ng m6
du an nguoc iy dang trén du an nguoc [én dong trén

s i I(Ilr-m dong trén . dun;}ca.c |é:l dong trén Aédung s h‘l n h Cc’) déng gc')p nglJ’O’C
cac ban va lem b riva T Bie Kiem an va tay bién
bién > tha < e T thit < it hon cho mé nguen | &1 dong trén cho cay dv

tuy bién = thu it hon
mdi nhat nguoc Ién

ci sin pham SR T A . Y an nguon mo goc ban dau.

phat hanh cia san pham phat hanh caa san pham

\ \ N

Ciy ma nguén

cay du an
nguén mo

V1.l V1.2 V1.3
nguoc lén déng trén nguoc lén dong trén nguoc lén déng trén

Phat trién ré nhanh, khong ! ! ! o
Cc’) déng gép nguJO,C |én \ 4 Sda ma nguodn tay bién

Tai vé 2 ca khéa 2 j&
\ ~ . 4 ma sé& khong lam viéc
dong trén cho cay dy an \ divgc véi phin bin
) ¥ > X A ) mdi cia ma nguén . Hoédn moi thu
ngudon mo goc ban dau. » Apdung " ngugc ién dong tren Ny Kiém cho V1.2 cira
AR nguoc lén
tuy bién Cdc cdp nhat ma nguon dgné trén
= - ) mdi xay ra véi cay
tAy MA nglan san pham khi thich nghi pua vao trong cay -
cua san pham ma ngudn moi nhat phat hanh cia san pham
nguoc lén déng trén M
| >
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Association of Vietnam

Cong dong nhirmng
ngudi s dung

Cac yeu cdu tinh nang

{duoc cac lap trinh vién
ngudi sir dung dé trinh)

Thao luan vé

kién tric & thiét ké \

Trién khai
; : {lap trinh)
Cac ban va
(dugc cac lap trinh vién &

nguoi st dung dé trinh) @

&)

Kiém thir va Trién khal

tich hop lién tuc {phat hanh) |

Ki€m thir cac du an dé
tu déng hoa viéc kiEm thur
va kiém tra hop 1é

Cong dong cac

lap trinh vién Duy tri

Cong dong nhirng ngwodi str dung tham gia vao tién trinh phat
trién PMTDNM — Puwa ra cac yéu cau tinh ndng, bao céo 16i...



FOS5A

Free & Open Source Software
Association of Vietnam
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